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1. Purpose

This policy establishes the Company information security framework for protecting Company, client and personal
information against unauthorised access, loss, misuse, disclosure, alteration or destruction.

2. Scope

This policy applies to all employees, contractors, consultants, systems, cloud platforms, websites, databases,
endpoints, networks, client systems and third-party services used by or on behalf of the Company.

3. Security Principles

o Confidentiality, integrity and availability of information must be maintained.
e Access must be granted on a need-to-know and least privilege basis.

e Security must be considered throughout the system and service lifecycle.
e Personal information must be protected in line with POPIA.

e  Security controls must be monitored, reviewed and improved over time.

4. Governance and Responsibilities

The Information Officer, Blaise Colyvas, oversees privacy governance. IT management and system administrators
implement and monitor technical controls. All users are responsible for complying with this policy.

5. Access Control

e MFA must be enabled where supported.

e Privileged accounts must be restricted to authorised personnel.

o Access must be removed or changed when roles change or employment ends.
e Shared accounts must be avoided unless formally approved and controlled.

e User access must be reviewed periodically.
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6. Endpoint and Device Security

o Company devices must use encryption where supported.

e Anti-malware and operating system updates must be maintained.

e Local storage of confidential or restricted information must be avoided unless approved.
o Lost or stolen devices must be reported immediately.

7. Cloud and Microsoft 365 Security

e Confidential Company and client data should be stored in approved cloud repositories such as SharePoint
Online, Teams, OneDrive or approved client systems.

o External sharing must be controlled and reviewed.

e Audit logs and security alerts must be reviewed where available.

¢ Administrative privileges must be limited and monitored.

8. Backup and Recovery

Critical systems and data must be backed up according to business requirements. Backup and recovery
arrangements must be tested periodically and reviewed after significant incidents.

9. Incident Management

Actual or suspected security incidents must be reported immediately and handled under the Security Compromise
and Data Breach Response Procedure.

10. Third Party Security

Suppliers and operators with access to Company, client or personal information must be assessed and managed
under the Third Party Operator Management Policy.

11. Training and Awareness

Users must receive appropriate information security and privacy awareness guidance based on their roles and
responsibilities.

Review

This policy is reviewed periodically and updated where there are material changes to the Company, its records,
processing activities, legislation, regulatory guidance or contact details.

References

e Protection of Personal Information Act 4 of 2013
e Promotion of Access to Information Act 2 of 2000
¢ Information Regulator guidance and forms

e |SO/IEC 27001 good practice controls

e Company PAIA Manual

e Company POPIA Manual
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