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1. Purpose 
This policy sets out how personal information must be collected, used, stored, shared, retained and destroyed in 
accordance with POPIA, PAIA and applicable contractual requirements. 

2. Scope 
This policy applies to all personal information processed by the Company in electronic, paper or verbal form, 
including information about clients, employees, contractors, suppliers, learners, website users and business 
contacts. 

3. POPIA Processing Conditions 
• Accountability. 
• Processing limitation. 
• Purpose specification. 
• Further processing limitation. 
• Information quality. 
• Openness. 
• Security safeguards. 
• Data subject participation. 

4. Lawful and Minimal Processing 
Personal information must be processed lawfully, fairly and only for defined business purposes. Information 
collected must be adequate, relevant and not excessive for the purpose. 

5. Accuracy and Updates 
Reasonable steps must be taken to ensure personal information is accurate, complete and updated where 
necessary. 
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6. Retention and Deletion 
Personal information must not be retained longer than necessary unless retention is required by law, contract, 
audit, tax, accounting, dispute or legitimate business requirements. 

7. Disclosure and Sharing 
Personal information may only be disclosed to authorised recipients where there is a lawful basis and appropriate 
safeguards are in place. 

8. Security Safeguards 
Appropriate technical and organisational measures must be implemented to protect personal information against 
loss, damage, unauthorised access or unlawful processing. 

9. Data Subject Requests 
Requests from data subjects must be handled under the Data Subject Rights Procedure and escalated to the 
Information Officer where required. 

10. Security Compromises 
Actual or suspected security compromises involving personal information must be reported immediately and 
handled under the Security Compromise and Data Breach Response Procedure. 

Review 
This policy is reviewed periodically and updated where there are material changes to the Company, its records, 
processing activities, legislation, regulatory guidance or contact details. 

References 
• Protection of Personal Information Act 4 of 2013 
• Promotion of Access to Information Act 2 of 2000 
• Information Regulator guidance and forms 
• ISO/IEC 27001 good practice controls 
• Company PAIA Manual 
• Company POPIA Manual 
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