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1. Purpose 
This policy ensures Company and client information is classified and handled consistently according to sensitivity, 
business value, legal requirements and risk. 

2. Scope 
This policy applies to all information created, received, processed, stored or transmitted by the Company, including 
electronic records, paper records, emails, documents, databases, source code, credentials, reports and client 
materials. 

3. Classification Levels 
Classification Description Minimum Handling Requirement 

Public 

Approved for public release. Examples 
include approved website content, 
marketing material and public 
announcements. No special access 
restrictions apply. 

Store in approved systems. Share only 
with authorised users. Apply access 
controls based on sensitivity. 

Internal 
Business information intended for 
internal Company use. It may be shared 
with employees and authorised 
contractors but not publicly. 

Store in approved systems. Share only 
with authorised users. Apply access 
controls based on sensitivity. 

Confidential 

Sensitive Company, client, project, 
commercial or operational information. 
It must be stored in approved 
repositories and access must be limited 
to authorised users. 

Store in approved systems. Share only 
with authorised users. Apply access 
controls based on sensitivity. 

Restricted 

Highly sensitive information, including 
personal information, credentials, 
financial records, legal records, security 
information and client confidential data. 
Access requires management approval, 
strong access control and appropriate 
logging. 

Store in approved systems. Share only 
with authorised users. Apply access 
controls based on sensitivity. 
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4. Labelling and Handling 
• Information owners should classify records when created or received. 
• Classification must be applied to documents, folders, repositories or systems where practical. 
• Confidential and Restricted information must not be stored locally unless approved. 
• Restricted information must not be sent externally without an approved business need and appropriate 

safeguards. 

5. Responsibilities 
All staff must classify and handle information appropriately. The Information Officer oversees privacy compliance 
and management is responsible for enforcing this policy. 

Review 
This policy is reviewed periodically and updated where there are material changes to the Company, its records, 
processing activities, legislation, regulatory guidance or contact details. 

References 
• Protection of Personal Information Act 4 of 2013 
• Promotion of Access to Information Act 2 of 2000 
• Information Regulator guidance and forms 
• ISO/IEC 27001 good practice controls 
• Company PAIA Manual 
• Company POPIA Manual 
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