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1. Purpose

This policy defines how access to Company and client systems, applications, data and infrastructure is requested,
approved, granted, reviewed and removed.

2. Access Principles

Access must follow least privilege and need-to-know principles.
Access must be traceable to an identifiable user wherever possible.
Privileged access must be limited, approved and monitored.
Access must be removed promptly when no longer required.

3. User Access Lifecycle

New access must be approved by management or the relevant system owner.
Role changes must trigger access review and adjustment.

Leavers must have access removed as part of offboarding.

Temporary access must have an expiry date or review date.

4. MFA and Authentication

MFA must be enabled on Microsoft 365, administrative accounts, remote access services and other critical systems
where supported.

5. Administrative Access

Administrative accounts must be separate from normal user accounts where practical and must be used only for
authorised administrative tasks.
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6. Access Reviews

User and external sharing access must be reviewed periodically, with priority given to Restricted and Confidential
information repositories.

Review

This policy is reviewed periodically and updated where there are material changes to the Company, its records,
processing activities, legislation, regulatory guidance or contact details.

References

e Protection of Personal Information Act 4 of 2013
e Promotion of Access to Information Act 2 of 2000
¢ Information Regulator guidance and forms

e ISO/IEC 27001 good practice controls

e Company PAIA Manual

e Company POPIA Manual
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