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1. Purpose

This policy sets acceptable use requirements for Company systems, devices, networks, email, cloud services,
internet access and data.

2. Acceptable Use Rules

o Use Company technology primarily for legitimate business purposes.

e Protect passwords, MFA methods and authentication tokens.

o Do not bypass security controls or attempt unauthorised access.

¢ Do not install unauthorised software or browser extensions on Company-managed devices.
e Do not store Confidential or Restricted information in unapproved locations.

¢ Do not transmit unlawful, offensive, discriminatory, malicious or infringing material.

e Report suspected phishing, malware, data loss or security incidents immediately.

3. Email and Communication

Users must use professional judgement when sending email or messages and must verify recipients before
sending personal, Confidential or Restricted information.

4. Internet and Cloud Services

Cloud services may only be used for business information where approved by the Company and appropriate
access controls are applied.

5. Monitoring

The Company may monitor use of Company systems and data to the extent permitted by law and necessary for
security, compliance, support and operational purposes.

Acceptable Use Policy | Version 2.0




W Technical Consulting SA (Pty) Ltd

Review

This policy is reviewed periodically and updated where there are material changes to the Company, its records,
processing activities, legislation, regulatory guidance or contact details.

References

e Protection of Personal Information Act 4 of 2013
e Promotion of Access to Information Act 2 of 2000
¢ Information Regulator guidance and forms

e ISO/IEC 27001 good practice controls

e Company PAIA Manual

e Company POPIA Manual
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