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1. Purpose

This policy defines how Company records and personal information are retained and disposed of securely in line
with business, legal, contractual and regulatory requirements.

2. Retention Principles

3. Retention Schedule

Retain records only for as long as necessary.
Apply legal, tax, accounting, audit and contractual retention requirements.
Dispose of records securely when no longer required.
Suspend disposal where litigation, investigation, audit or regulatory enquiry is reasonably anticipated.

Record Type

Minimum Retention

Notes

Company and statutory records

As required by law

Retain according to Companies Act and
related requirements.

Financial and tax records

At least 5 years

Subject to tax, accounting and audit
requirements.

Client contracts and project records

Duration of relationship plus 5 years

Longer where contractually required.

Employee records

As required by labour and tax law

Retain securely with restricted access.

Security logs

Based on system capability and risk

Retain sufficient evidence for
investigation and audit.

POPIA and PAIA requests

At least 5 years

Retain request, response and
supporting evidence.

4. Secure Disposal

Paper records must be shredded or securely destroyed. Electronic records must be deleted from active systems

and, where practical, from backups in line with backup retention cycles.
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5. Evidence of Disposal

Where appropriate, disposal actions should be recorded, including record category, date, method and approving
person.

Review

This policy is reviewed periodically and updated where there are material changes to the Company, its records,
processing activities, legislation, regulatory guidance or contact details.

References

e Protection of Personal Information Act 4 of 2013
e Promotion of Access to Information Act 2 of 2000
¢ Information Regulator guidance and forms

e ISO/IEC 27001 good practice controls

e Company PAIA Manual

e Company POPIA Manual
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