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1. Purpose

This procedure defines how the Company identifies, investigates, contains, escalates, notifies and learns from
actual or suspected security compromises involving personal information or Company information.

2. Examples of Security Compromises

Unauthorised access to personal information.

Loss, theft or accidental disclosure of devices, files or emails.

Compromise of Microsoft 365, hosting, website, database or client systems.
Malware, ransomware, credential theft or phishing incidents.

Accidental deletion, alteration or unauthorised sharing of personal information.

3. Immediate Reporting

All users must report actual or suspected incidents immediately to IT management, the Information Officer or
management. Users must not attempt to conceal, delete or alter evidence.

4. Response Steps
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Log the incident and assign an owner.

Contain the incident and preserve evidence.

Assess the type and volume of information affected.

Assess the likely risk of harm to data subjects, clients and the Company.

Determine notification obligations.

Notify the Information Regulator and affected data subjects where required by POPIA.
Remediate root causes and track corrective actions.

Conduct a post-incident review.
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5. Notification

Where required, notification must be made as soon as reasonably possible after the Company has reasonable
grounds to believe that a security compromise has occurred. The Information Officer must oversee regulator and
data subject notifications.

6. Incident Register

All incidents must be recorded in an incident register, including date, systems affected, information affected,
containment steps, notifications, root cause and corrective actions.

Review

This document is reviewed periodically and updated where there are material changes to the Company, its records,
processing activities, legislation, regulatory guidance or contact details.

References

e Protection of Personal Information Act 4 of 2013
e Promotion of Access to Information Act 2 of 2000
¢ Information Regulator guidance and forms

e |SO/IEC 27001 good practice controls

e Company PAIA Manual

e Company POPIA Manual
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