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1. Purpose 
This policy defines how third parties, suppliers and operators that access or process Company, client or personal 
information are selected, approved, monitored and reviewed. 

2. Scope 
This policy applies to hosting providers, cloud providers, software providers, contractors, consultants, outsourced 
service providers and any operator processing personal information on behalf of the Company. 

3. Due Diligence 
• Assess the type of information accessed or processed. 
• Assess security controls, hosting locations and subcontractors where relevant. 
• Assess confidentiality, privacy and data protection commitments. 
• Assess incident notification and support obligations. 
• Assess whether cross-border processing is involved. 

4. Contract Requirements 
• Confidentiality obligations. 
• Processing only on documented instructions. 
• Appropriate technical and organisational safeguards. 
• Security incident notification obligations. 
• Return or deletion of information on termination where appropriate. 
• Assistance with data subject requests and regulatory obligations. 
• Limits on subcontracting where required. 
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5. Monitoring and Review 
Operators must be reviewed periodically based on risk, data sensitivity, service criticality and contractual 
requirements. 

6. Offboarding 
At the end of a supplier relationship, access must be revoked and Company or client information must be returned, 
deleted or otherwise handled in accordance with contract and legal requirements. 

Review 
This policy is reviewed periodically and updated where there are material changes to the Company, its records, 
processing activities, legislation, regulatory guidance or contact details. 

References 
• Protection of Personal Information Act 4 of 2013 
• Promotion of Access to Information Act 2 of 2000 
• Information Regulator guidance and forms 
• ISO/IEC 27001 good practice controls 
• Company PAIA Manual 
• Company POPIA Manual 
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