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1. Purpose
This policy defines password, MFA and authentication requirements for Company systems and services.

2. Password Requirements

e Passwords must be unique and not reused across personal and business systems.

o Passwords must not be shared, emailed, written in insecure locations or stored in plain text.
e Default passwords must be changed before systems are used.

e Compromised passwords must be changed immediately.

e A Company-approved password manager should be used where appropriate.

3. MFA Requirements

MFA must be enabled for Microsoft 365, privileged accounts, remote access and other high-risk systems where
supported.

4. Administrative Accounts

Administrative accounts must use strong authentication, be assigned only where required and be reviewed
periodically.

5. Account Lockout and Monitoring

Systems should be configured to reduce brute force and credential stuffing risks through MFA, monitoring, lockout
controls or equivalent protections where practical.

6. User Responsibilities

Users must protect authentication factors, report suspected credential compromise immediately and never approve
MFA requests they did not initiate.
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Review
This policy is reviewed periodically and updated where there are material changes to the Company, its records,
processing activities, legislation, regulatory guidance or contact details.

References

e Protection of Personal Information Act 4 of 2013
e Promotion of Access to Information Act 2 of 2000
¢ Information Regulator guidance and forms

e ISO/IEC 27001 good practice controls

e Company PAIA Manual

e Company POPIA Manual
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