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1. Purpose

The purpose of this policy is to establish a formal framework for conducting Privacy Impact Assessments and
Privacy Maturity Assessments to ensure ongoing compliance with POPIA, PAIA, contractual obligations, industry
best practices and applicable information security standards.

2. Scope

This policy applies to all employees, contractors, consultants, business processes, systems, applications, cloud
services, websites, databases, Al systems, client-hosted systems and third-party operators processing personal
information on behalf of the Company.

3. Responsibilities

The Information Officer, Blaise Colyvas, is responsible for oversight of privacy compliance, approval of
assessments, monitoring remediation activities and liaison with the Information Regulator. IT management, system
administrators and business owners must support assessments and implement corrective actions.

4. Assessment Frequency

Formal assessments shall be conducted at least every six months and additionally whenever significant changes,
incidents or new processing activities occur.

5. Privacy Impact Assessment Requirements

e Categories of personal information processed.
e Special personal information processed.

e Purpose of processing.

e Lawful basis for processing.

e Data minimisation.

o Data quality and accuracy controls.
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o Data retention and destruction controls.

e Information security safeguards.

o Data subject participation rights.

e Cross-border data transfers.

e Third-party operators and processors.

o Automated decision-making and Al systems.
¢ Incident and breach management procedures.

e Compliance with POPIA, PAIA and contractual requirements.

6. Privacy Maturity Assessment Requirements

¢ Governance and accountability.

e Privacy policies and procedures.

e Information security controls.

e Access control management.

e Data lifecycle management.

e Third-party risk management.

e Employee awareness and training.

¢ Incident management.

¢ Regulatory compliance.

¢ Monitoring and continuous improvement.

7. Maturity Scoring Model
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Level Description

1 - Initial Ad hoc and undocumented.

2 - Developing Basic controls implemented but not consistently applied.
3 - Defined Documented and consistently applied.

4 - Managed Measured and actively monitored.

5 - Optimised Continuously improved and aligned with best practice.

8. Evidence Requirements

e MFA compliance reports.

e BitLocker compliance reports.

e Microsoft 365 security reports.

e SharePoint permission reviews.

o User access reviews.

e Audit log reviews.

e Backup and recovery testing reports.
e Security awareness ftraining records.
e Vendor and operator agreements.

¢ Incident and breach registers.

¢ Riskregisters.

e Data retention schedules.

e POPIA request records.

o PAIA request records.
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9. Assessment Outputs

e Privacy Impact Assessment Report.
e Privacy Maturity Assessment Report.
e Risk Register.

e Corrective Action Register.

o Executive Management Summary.

e Improvement Roadmap.

10. Documentation and Reporting

Assessment findings must be documented, retained and reviewed by management. Summary findings may be
shared with clients, auditors, regulators or authorised stakeholders where appropriate.

11. Continuous Improvement

Corrective actions shall be tracked and reviewed during subsequent assessment cycles to ensure continual
improvement.

12. Non-Compliance

Failure to comply may result in disciplinary action and expose the Company to regulatory, contractual, financial and
reputational risks.

13. Definitions

Personal Information, Special Personal Information, Information Officer, Operator, Data Subject, Privacy Impact
Assessment and Privacy Maturity Assessment shall have the meanings assigned by applicable legislation and
Company policies.

14. Record Retention

Assessment reports, risk registers and supporting evidence shall be retained for a minimum period of five years
unless a longer retention period is required by law, contractual obligation or regulatory requirement.

Review

This policy is reviewed periodically and updated where there are material changes to the Company, its records,
processing activities, legislation, regulatory guidance or contact details.

References

e Protection of Personal Information Act 4 of 2013
e Promotion of Access to Information Act 2 of 2000
¢ Information Regulator guidance and forms

e |SO/IEC 27001 good practice controls

e Company PAIA Manual

e Company POPIA Manual
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